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The worlds most innovative Internet 
Connected Toaster company



☐ Why do people need a 
smart Toaster?

☐ Prototype new 
project Toasté cheaply

☐ Securely connect 
Toasté(s) back to Bread-

office

☐ Deploy thousands of 
Toasté(s) with ease

☐ Capture toast metrics 
for improved toasting

☐ Detect & React to 
unsafe toasting at the 

Edge 

☐ Update Toasté
firmware over the air

☐ Secure Toasté fleet by 
detecting bad actors 
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Why Toasté

• Checked Crunchbase
• No one has done it!

• Our smart fridges should be 
able to talk to our toasters

• Better toast*

* no scientifically reviewed peer research to support this claim

Fig. chart trending upwards
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Breadboard Prototype

Inputs/Outputs

• Sensors connectivity
• GPIO pins
• USB / Serial

Power

• 3, 5 or 12Volts?
• Battery
• Chargeability?

Compute

• Edge computation
• GPU or CPU loads?
• Camera processing

Connectivity

• WiFi
• LoRa



Choosing a Device
Consumer Microcontrollers
• Very cheap

• Open source communities

• Well supported by IoT platforms

• AWS IoT / FreeRTOS

Fabricate your own
• Specific use-cases

• Suitable after problem is 
validated

• Usually to reduce power 
consumption



Choosing a Device –
Embedded (Low-powered)

• Espressif
• ESP32

• STMicroelectronics
• STM32

• Nordic
• nRF52840DK

• Arduino
• MKR WiFi 1010



Choosing a Device –
More Realtime Operation

• Raspberry Pi
• Zero W, 3B+, 4

• Orange Pi
• Zero LTS

• Banana Pi
• M4

• BeagleBone Black



Choosing a Device –
ML & Inference

• NVIDIA
• Jetson NANO

• TX2

• Intel
• Movidius stick + Raspberry Pi

• AWS
• DeepLens
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How do we connect securely?



Connecting Securely –
Device to Cloud

• x509 certificates

• Amazon managed certificate 
authority

• Permissions applied to 
policies

xxxxxxxxxx.iot.us-east-1.amazonaws.com

AWS IoT Core



IoT Edge Devices vs 
IoT  Devices

• Simple and easy

• IoT Device might only need 
to report a status

• Bi-directional communication 
over MQTT

/device-01/power-on/device-01/toastiness



IoT Edge Devices vs 
IoT  Devices

• Sense and Actuate at the 
edge

• Only suitable for devices 
with Realtime operating 
systems

• Resilient to network outages
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Standards are good 
sometimes…

device-01

Device-2

Iot-test3

device-cert-01

cert-device-2

cert-three



Certificate Vending 
Machine

• Create and manage
• Certificates

• Policies

• Devices

• Scales well enough for most 
projects

• CloudFormation managed



Greengrass Vending

• Slightly more involved

• Device is vended
• Then attached to Greengrass Core

• Automatically cleans up
• Certificates

• Devices

• Roles
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{ “toastedness”: 42.68 }



Blanket CloudWatch
Alerting

• Setup common CloudWatch 
Metric rules

• Publish to IM clients using 
AWS Chatbot

• Verbose when there are a lot of 
devices



Custom Metrics

• Publish your own 
custom metrics

• Anomaly detection 
out of the box

• Optimize your 
toasting time.



IoT Logging

• Very helpful to enable while 
developing
• Change to INFO is designed

• While in production, enable 
ERROR level verbosity

• IoT Logging v2.0 is out
• Events delivered in JSON format



☐ Why do people need a 
smart Toaster?

☐ Prototype new 
project Toasté cheaply

☐ Securely connect 
Toasté(s) back to Bread-

office

☐ Deploy thousands of 
Toasté(s) with ease

☐ Capture toast metrics 
for improved toasting

☐ Detect & React to 
unsafe toasting at the 

Edge 

☐ Update Toasté
firmware over the air

☐ Secure Toasté fleet by 
detecting bad actors 

https://emojipedia.org/ballot-box/
https://emojipedia.org/ballot-box/
https://emojipedia.org/ballot-box/
https://emojipedia.org/ballot-box/
https://emojipedia.org/ballot-box/
https://emojipedia.org/ballot-box/
https://emojipedia.org/ballot-box/
https://emojipedia.org/ballot-box/




Image Classification via Greengrass Connector

Inference-service event: “cat”

/toaster-01/actuate = {‘power’: 0}



More Greengrass 
Connectors

• Modules to perform 
common edge tasks

• Recommended:
• Device Defender

• CloudWatch Metrics

• CloudFormation supported
• Easy to deploy to large groups of 

devices
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Device Defender –
Security Profiles

• Define GOOD and BAD
behaviors

• Custom to your business 
cases

• Profiles can be like 
guardrails



Device Defender – Security Profile (Results)



Device Defender –
Mitigation Actions

• Automated actions for 
compliance failures

• Automatically performs:
• Remove policy permissions

• Rotate certificates

• Send notifications Quarantine 
Group

IoT Rule
(On device-added)

Compliance Check
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Over the Air (OTA) 
Updates

• Leverages IoT Jobs
• Greengrass Core

• AWS FreeRTOS

• Update process can be 
automated

• Target Things group to 
update thousands at a time

aws greengrass create-software-update-job \
--region ${AWS_REGION} \
--update-targets-architecture x86_64 \
--update-targets arn:aws:iot:${REGION}:${ACCOUNT}:thing/${THING} \
--update-targets-operating-system ubuntu \
--software-to-update core \
--update-agent-log-level DEBUG \
--s3-url-signer-role ${greengrassUpdateRoleArn}
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Thank you!
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