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Why Toaste

 Checked Crunchbase

« No one has done it!

e Our smart fridges should be
able to talk to our toasters

 Better toast” - . .

Fig. chart trending upwards

* no scientifically reviewed peer research to support this claim



{Why do people need a
smart Toaster?

[1 Prototype new
project Toasté cheaply
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Breadboard Prototype

Compute
* Sensors connectivity

* GPIO pins
« USB / Serial

« Edge computation
 GPU or CPU loads?
« Camera processing

Power i .

‘ | /@ Connectivity
- 3,5 o0r 12Volts? _ Ry -
* Battery : |

« Chargeability? * LoRa




Choosing a Device

Consumer Microcontrollers

« Very cheap

« Open source communities

Fabricate your own

- Well supported by IoT platforms

« AWS IoT / FreeRTOS
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Specific use-cases

Suitable after problem is
validated

Usually to reduce power
consumption
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noosing a Device —

mbedded (Low-powered

Espressif
. ESP32

STMicroelectronics
. STM32

Nordic
-  nRF52840DK

Arduino
. MKR WiFi 1010

RST www.st.com/stm32nucleo
V3 | 42

MB1367C

3U3ND0IS 02 D4 RX2TX2 DS D18 019 D21 AXOTX0D22




Choosing a Device —
More Realtime Operation

Raspberry Pi
« Zero W, 5B+, 4

Orange Pi
« Zero LTS

Banana Pi
. M4

BeagleBone Black




Choosing a Device —
ML & Inference

- NVIDIA

« Jetson NANO
e TX2

. Intel
« Movidius stick + Raspberry Pi

« AWS

 DeeplLens
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smart Toaster?
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[0 Securely connect
Toasté(s) back to Bread-
office
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How do we connect securely?




Connecting Securely —
Device to Cloud

« X509 certificates

® &)
“as -'-Z
. 52
= e
.o ;gé Eg: XXXXXXXXXX.iot.us-east-1.amazonaws.com
- Amazon managed certificate R . ‘EIIB’
authority 5
oF §-
EE & AWS loT Core
% ile)

- Permissions applied to
policies



0T Edge Devices vs
loT Devices

« Simple and easy rélb_l

loT Device mlg ht Only need /device-01/toastiness /device-01/power-on

to report a status [ \

« Bi-directional communication
over MQTT



loT Edge Devices Vs

loT Devices
O

« Sense and Actuate at the
edge

’_________ I Il I S S S S - -y

Only suitable for devices
with Realtime operating

' '
|
l
|
systems | | |

I I
|
l

° |
\

Resilient to network outages

S S S S S S e e e m

toaster_control battery_mon camera_inference
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JSecurely connect
Toasté(s) back to Bread-
office

[0 Deploy thousands of
Toasté(s) with ease



https://emojipedia.org/ballot-box/
https://emojipedia.org/ballot-box/
https://emojipedia.org/ballot-box/
https://emojipedia.org/ballot-box/
https://emojipedia.org/ballot-box/
https://emojipedia.org/ballot-box/
https://emojipedia.org/ballot-box/
https://emojipedia.org/ballot-box/




Stanc

SOmet

ards are good

Imes. ...

O! finrctonn'fv .

umxmm 810 90 ZX4 mmmnmmm
EE llllll L = — —
el v Y L A

device-01

& d
1 e}
mmmvmzm:w, NIN .
s El -

CEEEREEREEREREE .
mmum mnmmmmnmmm
l 211 lllllll = E—

Device-2
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Certiticate Vending
Machine

Certificate

« Create and manage pT T TTTTT @

Certificates
Policies

Devices Certificate

loT Policy

|

T

» Scales well enough for most ;
projects @

]

\_______—

e CloudFormation managed



Greengrass Vending

 Slightly more involved

« Device is vended
« Then attached to Greengrass Core w

CloudFormation
Stack

- Automatically cleans up

« Certificates
« Devices

 Roles

/

-
7

- I I - - -

/ greengrassDeployer
(Custom CFN)

I I N S S S S S - -y

Greengrass Core  Greengrass Role

> -

thingVendor
\, (Custom CFN)

-_ees e e s .

Device Certs
(S3)

\
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{Why do people need a
smart Toaster?

{Prototype new
project Toasté cheaply

JSecurely connect
Toasté(s) back to Bread-
office

{Deploy thousands of
Toasté(s) with ease

[1 Capture toast metrics
for improved toasting
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Blanket CloudWatch
Alerting

AWy AaWsS APP 5:536 PM
¢ S Et U p C O m m O n C '.O U d Wa tC h = B\ CloudWatch Alarm | deeplens-status-notifcation | us-east-1 | Account:
o 676416293960
M Etrl C ru I-es Threshold Crossed: 1 out of the last 1 datapoints [1.0 (01/08/19 07:32:00)] was less

than or equal to the threshold (1.0) (minimum 1 datapoint for OK -> ALARM transition).
Alarm State Namespace
ALARM AWS/loT

. . . Metric Protocol

AWS Chatbot

o \erbose when there are a lot of
devices




Custom Metrics

Toasting 1h 3h 12h 1d 3d 1w custom (3mo) ~ Line Actions ¥

¢ P u b I-iS h yo u r Own Apply time range Q

No unit

custom metrics oy

- Anomaly detection
O U t Of t h e b OX @ Toastedness @A Toastedness (expected)

All metrics Graphed metrics (2) Graph options Source

Math expression v @ Dynamic labels v Statistic: Average v  Period: 6 Hours v Remove all

[ ] [ ]
. O ptl m Ize yo u r v Id Label Details Statistic Period Y Axis Actions
t t 1 t 1 v i ml Toastedness loT * Toasters ® toaster-01 ® Toastedness Average 6 Hours > JANN VI x ]
oasting time.

v i adl Toastedness... ANOMALY_DETECTION_BAND(m1, 2) Edit model €




loT Logging

ENABLED

Logs

Very helpful t ble whil
y p You can enable AWS loT to log helpful information to CloudWatch Logs. As messages from your devices pass through the message
d eve lo p i n g broker and the rules engine, AWS IoT logs process events which can be helpful in troubleshooting.

« Change to INFO is designed

AWSloTCloudWatchLoggingServiceRole

Level of verbosity

Error

- While in production, enable
ERROR level verbosity

"timestamp": "2
"logLevel": "E
"traceId": "4dj
"accountId": "277

"status": "Failure",

» loT Logging v2.0 is out cprotocore: "HITY,

"deviceShadowName": "1ila",

° Events delivered in JSON format "details": "No shadow exists with
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{Capture toast metrics
for improved toasting

[1 Detect & React to
unsafe toasting at the
Edge
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Image Classitication via Greengrass Connector

ML Image Classification ARMv7 Learn more

Image classification inference service (Arm v7).

Version: 2
Author: Greengrass Connectors Team
ARN: arn:aws:greengrass:us-east-1::/connectors/ImagecClassificationARMv7 /versions/2

Minimum supported GGC version: 1.9.3

SageMaker job ARN resource
Th achine lea ource that

arn:aws:sagemaker:us-east-1:123456789012:jobs/cat-detector

REHEAT DEFROST CANCEL 3

Inference-service event: “cat”

/toaster-01/actuate = {'power’: 0}



More Greengrass
Connectors

CloudWatch Metrics Version: Learn more

Device Defender Version: Learn more

M Od U les to pe rfo rm lot Analytics Version: Learn more
CO m m O n e d g e ta S kS Kinesis Firehose Version: Learn more

ML Feedback

| Serial Stream vLearn more

ML Image Classifical Reads and writes to a serial port on the core device.

| Version: 2
¢ Re CO m m e n d e d : ML Image Classifical aAuthor: Greengrass Connectors Team

ARN: arn:aws:greengrass:us-east-1::/connectors/SerialStream/versions/2

« Device Defender

Minimum supported GGC version: 1.7.0
¢ ClOwaatCh Metrics Serial port resource
The local device resource that represents the physical serial port

Baud Rate
The baud rate of the serial connectio

» CloudFormation supported

Polling read interval (optional)

- Easy to deploy to large groups of
devices 30
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(1 Secure Toaste fleet by
detecting bad actors
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Device Defender —
Security Profiles

e Define and
behaviors

« Custom to your business
cases

« Profiles can be like
guardrails

DataExfiltrationCheck

Alerts on a possible data exfiltration attempt on devices

+ Behaviors (2)

Name
PacketExfiltration

CIDRExfiltration

Description Action

Packets out greater than or equal to p99 in 5 minutes with
datapoints to Alarm: 3, and datapoints to Clear: 3
Destination IPs not in CIDR set 123.243.24.247/32 with

datapoints to Alarm: 1, and datapoints to Clear: 1

~ Additional Metrics to retain (6)

Metric

Connection attempts

Destination IPs




Device Defender — Security Profile (Results

Event v Thing name Security profile Behavior (?) Transition value (?)

Nov 22, 2019 9:05:02 PM +0800 @ Alarm cleared ’ DataEkxfiltrationCheck PacketExfiltration 276757 packet(s)

Nov 22, 2019 9:00:02 PM +0800 @ In alarm toaster-01 DataExfiltrationCheck PacketExfiltration 1993 packet(s)

Destination IPs Last 24 hours Packets out

. . 11/22/2019 12:55 UTC Resetzoom
Destination IPs e Packets out: 57 625

Timestamp Metric Value

Nov 22, 2019 9:00:02 PM +0800 192.168.188.40, 35.153.28.249, 127.0.0.1

Nov 22, 2019 8:55:03 PM +0800 35.153.28.249, 192.168.188.40, 52.54.149.10

-@- Packets out
Nov 22, 2019 8:47:39 PM +0800 192.168.188.40, 34.197.173.244, 127.0.0.1, 54.239.25.71




Device Defender —
Mitigation Actions

Action name (?)

Quarantine
+ Automated actions for
CO m p l_ia n Ce fa i lu res Add things to thing group

« Automatically performs:

« Remove policy permissions
« Rotate certificates

« Send notifications Quarantine Compliance Check loT Rule
Group (On device-added)
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[0 Update Toaste
firmware over the air
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Over the Air (OTA)
Updates

aws greengrass create-software-update-job \

- Leverages loT Jobs --zegion ${AWS_REGION} \

--update-targets-architecture x86_64 \
--update-targets arn:aws:iot:${REGION}:${ACCOUNT}:thing/${THING} \
y Greengrass Core --update-targets-operating-system ubuntu \

--software-to-update core \

o AWS FFEERTOS --update-agent-log-level DEBUG \

--s3-url-signer-role ${greengrassUpdateRoleArn}

® U p d ate p ro Cess Ca n b e Last updated Nov 21, 2019 8:12:05 PM +0800 All Statuses Refresh
d 1 0 0 0 0 0 0 0
a u to m a t e In Timed out Failed Succeeded Rejected Canceled Removed

Queued
progress

Resource Last updated Status

¢ Ta rgEt Thlngs grOup to toaster-01 Nov 21,2019 8:11:21 PM +0800 Queued
update thousands at a time
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Thank YOU.

Nathan Glover
@nathangloverAUS
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